WireLess Studio
Windows2008 Firewall configuration

" Windows Firewall Settings ] x|

General |Excepﬁuns I Advanced I

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network,

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

[~ Block all incoming connections

Select this option when vou connect to less secure networks. All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

W) con

Avoid using this setting. Turning off Windows Firewall will make this
computer mare vulnerable to hackers or malicious software.

Tell me more about these settings

oK I Cancel anpmly

Turn on the firewall (default)
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" Windows Firewall Settings x|

‘General Exceptions |.ﬁ.d1.-'anced|

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the private network location.
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port | -
[C]BITS Peercaching

O com+ Metwork Access

Care Metworking

[ Distributed Transaction Coordinator

File and Printer Sharing

C1isCsI Service

[Jkey Management Service

[JMetlogon Service

Metwork Discovery

[CJPerformance Logs and Alerts

Cremate Administration

remote Desktop

Jremaote Event Log Management ;I

Add part... | Properties | [Elete |

™ Motify me when Windows Firewall blocks a new program

oK, | Cancel | apply |

In exceptions tab, add the WireLess Studio programs
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select the program you want to add, or dick Browse to find one that is not
isted, and then dick Ok,

Programs:

E=Y:Install Client
':élnternet Explorer
IS]License
IS]License PoA
[S]License Reqguest

[S]License Reguest I
@ Packet Express

@Prnblem Feports and Solutions
‘. PythonWin

@ Remote Control Console

& 52t PDA License

-

Fath: I D:'\Program FilesWirelessDeployer {Clisnts iy Browse. .,

Change scope. .. | | 0K I Cancel

Browse to find the executables
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@i\_ﬁ | ., = Computer = D (D:) = Program Files = WirelessStudio = WS_Binv4 - - mj I‘;xEEu'-:I'l m
Organize * 1= Views ¥ | . Mew Folder (7]
Favorite Links Mame = |v| D?tt.E maodified |~r| Type |v| Size |v| Taos |v|
\J Log Q72010 0935 File Folder
Bl Desktop Temp 9/7/2010 09:42 File Falder
1 Computer #= \WSAdm 3/18/2010 12:13  Application 172 KB
E, Documents FNYWSPM 10222008 10:13  Application 3ZKB
g_ o = Y/SPmYE /72010 15:11 Application 22KB
g WSServerSvoy4 1122010 17:00 Application
Music 3 N SN
: @'v‘-.n’ﬁﬁtarterﬂvc'v"’r 1/17/2008 20:38 Application 401 KB
[# Recently Changed
E Searches
Public
Folders LS
File mame: |'WSServerSvelyd j I.-'-‘-ppliu:atiu:uns Ef‘.e:t.e;".u:u:um;'.iu:cj
Qpen Cancel |
x/:

add C:\Program Files\WireLessStudio\WS_BinV4\WSServerSvcV4.exe
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Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK,

Programs:

._'] SOL Server Error and Usage Reporting ;I
501 Server Installation Center

? StgPassword

[ windows Calendar

=] windows Contacts

i windows Defender

'\'-.«'indu:u'n.'s Photo Gallery

B wirrar

@'v‘-.-‘irELess Deployer Console Local

‘-F'F':'-.-".-'irELess Studio Administrator

MSServersvoy4

Path: |D:‘|.F‘rugram Files WireLessStudioYWs_Binv4W Browse, ., |
Change scope... | | oK I Cancel |

add it
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|Ou | ., = Computer = D (D:) = Program Files = WirelessStudio = WS_Biny4 - - m ISEE.,-EI-. m
Organize v {5 Views ¥ | | New Folder (7]
Favorite Links Mame = | v| DE.It? modified | v| Type I"I Size | v| Tags | vI
| Log Q72010 0% 36 File Folder
Bl Desktop Temp 9/7/2010 09:42 File Folder
& Computer # SAdm 3/19/2010 12:13  Application 172 KB
g':i Diocuments N VWSPM 10222008 10;13  Application 3Z2KB
E_ o FENWSPmMYE 1/7/2010 15:11 Application 22KB
Q M @'l.-'-.n'SSEr'-.'ErSm:'-a'4 1/19/2010 17:00 Application 160 KB
. WSS tarterSwci4 1/17/2008 20:38
[# Recently Changed
E Searches
Public
Folders -
File name: I","l,:'SS‘tarterSvc"n,."i j I.-'-‘-.ppliu:atiu:uns E_"'.e:t.e;".u:u:um;".iccj
Open Cancel |
i

add C:\Program Files\WireLessStudio\WS_BinV4\ WSStarterSvcV4.exe
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* Windows Firewall Settings B x|

‘General Exceptions |.-5.d'-ran|:eu:||

Windows Firewall is turned off, Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the private netwark lacation,
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port |:I
[ windows Communication Foundation

CJwindaows Firewall Remote Management

[ windows Management Instrumentation (WMD)

[CJwindows Media Player

[ windows Media Player Network Sharing Service

Windows Mobile-based Device Connectivity

O windows Remote Management

O wWindows Security Configuration Wizard
WireLessTelMetProxyserver
World Wide Web Services (HTTF)

YWSStarterSvcd

Add program. ., I Add part.., | Properties | Delete |

™ Hotify me when Windows Firewall blocks a new program

oK I Cancel | anpmly |

Verify that both programs are added (WSServerSvcV4.exe and WSStarterSvcV4.exe)
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lIse these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use.

Mame: | Wst_tcpl

Fort number; | 3191

Protocal: = TP
" LDP

What are the risks of opening & port?

Change scope... | | K. I Cancel

Add TCP port 8191

SofToGo WireLess Studio Firewall configuration



x|

lIse these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use.

Mame: | Wst_tcp2
Fort number; | 3192
Protocal: = TP

" LDP

What are the risks of opening & port?

Change scope... | | K. I Cancel

Add TCP port 8192
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lIse these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use.

[ame; | Wst_udpl
Fort number; | 3191
Protocol;

What are the risks of opening & port?

Change scope... | | K. I Cancel

Add UDP port 8191
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lIse these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use.

[ame; | Wst_udp2
Fort number; | 3192
Protocol;

What are the risks of opening & port?

Change scope... | | K. I Cancel

Add UDP port 8192
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" Windows Firewall Settings x|

‘General Exceptions |Ad~.-'anl:ed|

Windows Firewall is turmed off, Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the private network location.
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port |:I
[ windows Media Player Network Sharing Service

Windows Mobile-based Device Connectivity

O wWindows Remote Management

O wWindows Security Configuration Wizard
YWireLessTelMetProxyServer

B ¥l world Wide Web Services {HTTP)
YWSStartersvoy4
Wst tepl

Wt tep2
Wst_udpl
Wst_udp2

Add program. ., Add part... | Properties | Delete |

™ Motify me when Windows Frewall blocks a new program

oK, I Cancel | apply |

Verify that programs and ports are enabled.
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