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9‘1 Resources

Get the latest security and virus
information from Microsoft

Check for the latest updates fram
Windows Update

Get support for security-related
issLes

Get help about Security Center

Change the way Security Center
alerts me

Security Center

Help protect your PC

What's new in Windows to help protect my computer?

ﬁFirewall © ON | =

Windows Firewall is OM, Windows Firewall helps protect your computer against viruses and
other security threats. How does a firewall help protect my computer?

Mote: You now have a firewall that Windows can monitor. Click Recommendations to find out
how,

Recommendations. .. |

%Automatic Updates © ON | ¥

# Virus Protection © OUT OF DATE | #

ESET NOD32 antivirus system 2,70 reports that it might be out of date. Click
Recommendations for suggested actions you can take. How does antivirus software help
protect my computer ?

Mote: Windows does not detect all antivirus programs.

Recommendations. ..

Manage security settings for:

@ Internet Options % Windows Firewall
% Automatic Updates

At Microsoft, we care about your privacy. Please read our privacy statement.

il




Windows Firewall

%= windows Firewall

General | Exceptions I Advanced

e
%.-l Windows Firewall iz helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorzed users
from gaining access to your computer through the Intemet or & networ.

@ {* On {recommended)

This setting blocks all outside sounces from connecting to this
computer, with the exception of those selected on the Bxceptions tab.

[T Dont allow exceptions
Select this when you connect to public netwaorks in less secure
locations, such as aimports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ ™ Off (not recommended)

Awoid using this setting. Tuming off Windows Firewall may make this
computer mare vulnerable to vinuses and intruders.

What else should | know about Windows Firewall ?

DK Cancel




Add program and port number

%= Windows Firewall

Genersl Exceptions | Advanced |

Windows Firewall is blocking incoming network connections, except for the

to work better but might increase your securty risk.

Programs and Services:

programs and services selected below. Adding exceptions allows some programs

Mame

Microsoft (R) Visual Studio V5A RPC Evert Creataor
Microsoft Office OneNote
Microsaoft Office Outlook
Remote Assistance

[] Remote Desktop

Skype

[v] telnet

[l tvprunner

UPnP Framework

web

Windows Live Messenger 8.1

Add Program... Add Port... Edit... Delete

¥ Display a notffication when Windows Firewall blocks a program

Whiat are the rsks of allowing exceptions?

ok | Cancel




Add WirelessDeployerAgent.exe and WdpConsole.exe

*T Windows Firewall
Add a Program

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs:

X

=

oL WinDev Mabile 10

i Windiff

-3Windnws Messenger
ﬁWindnws Maovie Maker
@Wndnws NT Symbals Setup

mE! Windows Resource Localization Editor
B WinRAR

WireLess Deployer Console

IE"."'.n'ireless File Transfer

A5 WinDev 10 -]

@& Zoomin i
Path: IC:'\F‘mgram Filez"Wire Less Deployer' W DpCon Browse...
Change scope... Ok I Cancel B
e e e i A e AR e e S e
What are the rislks of allowing exceptions?
QK Cancel




Enable ports: 8128 (TCP and UDP) and 8129 (TCP and UDP)

e

|Ise these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: [Wireless Deployer

Port number; |8128

i+ “FCE i UDP

What are the risks of opening a port?

Change scope... QK I Cancel
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